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We’re Not Through the Pandemic
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I’m sure all of us will be glad to see the end of 2020 and turn the calendar to 2021.
This has been a year like no other in our lifetimes. There has been good along with
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the bad, ending with a holiday that will be celebrated in unique ways.
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Many of us have become experts at Zoom meetings, and balancing work at home with
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children’s remote learning; talking to loved ones through FaceTime; social distancing
and hand washing until our hands are dry and cracked. Oh yes, and shortages that seem to cycle through no toilet
paper to no flour or yeast to the latest empty shelves.

The good news is vaccines are starting to arrive – so there is now a light at the end of the tunnel. That means we must
continue to follow the protocols for hopefully only a few more months and then we’ll be able to start to enjoy whatever
the new normal is.

This year has also been very tough on our business clients. Many have had to close their doors for extended periods of
time; some were able to shift to working from home or offering takeout or curbside pickup. For many of our clients,
CEWS and CERS has been a lifesaver.

To every one of our business clients – hang in there; better times are coming.

Despite the pandemic raging around us, we wanted to reach out and
wish everyone Happy Holidays and a healthy and prosperous new year.
And to thank each of you for your continued trust in us, despite no
in-person visits, our office being busier than usual assisting clients
with their government subsidy applications and all the other needed

Closing Dates - Please note our
Christmas closure will begin on
Thursday, Dec 24th and we will reopen on
Monday, Jan 4th.

adjustments.

Payroll Services over the Christmas period As usual, we will be closing the office between Christmas and New
Year’s so our staff can enjoy time with family and friends - and
recharge the battery as we move into our busiest time of the year.

Following the timelines and instructions provided
to you by the payroll
department means our staff can minimize the
time needed to ensure everyone’s payroll is paid
on time through the Christmas closure. Please

Season’s Greetings to all, and stay healthy,

don’t forget to send any payroll emails to

Allan Roque & Marcia McCann

payroll@mrcas.ca as this is the only email
monitored during this time period.
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Winter is here and COVID-19 is unfortunately still in full force and
flu season is on its way. As many flu symptoms are similar to those of
COVID-19, your business will need to be ready for increased
absences. The need to self-isolate will impact not just the individual
workers, but their families as well. As schools transition over to virtual
learning, many parents will be home with their children to avoid spreading
the virus and to keep children who have symptoms from potentially
bringing COVID-19 to their school or childcare. So, given these concerns,
perhaps consider taking a look at the COVID-19 policies and protocols you
have in place. A few considerations to think about during this winter
season are:

1. Safety first

3. Don’t forget what you’ve learned so far

Under occupational health and safety legislation,

Many lessons learned in the early stages of the pandemic will be

employers have an obligation to take all reasonable

helpful in navigating the coming months. Some businesses may have

precautions to ensure their workplace is safe. As well,

the mindset of getting everyone back in the physical workspace as

many organizations should be mindful of potential legal

quickly as possible. Although this may be the long-term goal, we

obligations to the public at large. As such, if you have

may still be a while yet from reaching it. If your business has been

not done so already, your organization should review its

able to adapt to employees working remotely, it is advisable to

policies and how they relate to the COVID-19

keep this option open. There will inevitably be some employees who

pandemic. In particular, make sure that everyone in your

are able to work but cannot come into the office for health reasons,

workplace is made aware of the symptoms of COVID-19

but there will also be those that must stay home to take care of

and what they should do if they exhibit them. What is

dependants, even just temporarily; a flexible approach to remote

your policy on sick leave? What about remote work?

work is a key tool that employers will need to get through the

Employees should know what is expected of them

coming months. Keeping it as an option can help protect those in

should they wake up with a runny nose or start to feel ill

your workplace from the virus while providing a way to maintain

while working.

productivity during the absence.

2. Be flexible
Although putting policies in place or cementing existing ones may sound to some like the employer “laying down the law,” it cannot
be overstated how important it is to be flexible in such policies. With the pandemic impacting every aspect of our society, there will
inevitably be employee absences due to family responsibilities. Employers should also not lose sight of the fact that, in many
jurisdictions, they not only must provide time off to workers to care for dependants; they also have an obligation under human
rights legislation to make accommodations for family status rights just shy of the standard of “undue hardship” to the employer.
As such, there will be the need for some flexibility in the rules. Employers will need to be ready for such things as remote work and
different start and end times, and they will also need to be ready to be as flexible as possible on scheduling, not only to meet legal
obligations but also to adapt to increased absences.
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4. Be ready for those who might take advantage

5. Layoffs may be needed

There may be some that see that runny nose as a ticket to a

Even with a comprehensive policy in place, there may still be

day off, even if they might be capable of working remotely.

shutdowns and layoffs ahead of us yet. Employers should be

This will be difficult to police, and employers should be mindful

mindful of their legal obligations and carefully review the

of employees’ privacy rights as well as potential human rights

statutory requirements in their jurisdiction, seeking legal advice

concerns related to undisclosed illnesses. Even with this in

where necessary.

mind, employers can monitor patterns in absences and have

It is also important to be aware that layoffs are a creature of

their policies address culpable absenteeism and the related

statute, but even if the layoff meets statutory requirements, an

consequences.

employer may have contractual and/or common law notice
obligations to the employees they lay off.
Moreover, even if the layoff is only intended to be temporary, an
employee could challenge it, saying that it amounts to a
constructive dismissal. Before you move ahead, make sure to
review any employment agreements you have and get some
legal advice about what the risks and potential liabilities may
be.

6. Communication is key
As with the policy and preparatory points above, communication
is key. Handled well, it may help to mitigate against potential
claims.
• Make sure to communicate any changes in policy to your
employees, giving them an opportunity to ask questions.
• Have your employees sign off to affirm that they have received
and understand the policy.
• Even without policy changes, remember how important it is to
communicate with your employees. For example, if you intend
for a layoff to be temporary, be sure to clearly communicate this
to the employee and, where possible, keep laid-off employees
up to date on the situation.
And do not forget that you have obligations of good faith to
your employees. Clearly-documented communication can help
mitigate allegations by laid-off employees of employers not
living up to their good faith obligations.
As the saying goes: “an ounce of prevention is worth a pound of
cure.” We may not be able to stop what is coming, but there are
steps your organization can take to get ready. And as we have
seen, the more you can include your workers in the process as
you carry out those steps, the more prepared the entire
organization will be to adapt to what potentially lies ahead.
message
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PRESERVE CYBERSECURITY WHILE WORKING REMOTELY
Most organizations have moved their workforces to some form of remote work as a result of the COVID-19 pandemic.
Surprisingly, remote work has proven effective for many organizations, and they are now contemplating updating their
remote work policies to allow employees more flexibility in a post-COVID-19 world. However, from a cybersecurity
standpoint, remote work presents unique challenges and risks. Employees may be accessing sensitive corporate data from
their personal devices, or they may be using company-issued devices for corporate and unauthorized personal use. In both
instances, hackers will prey on these distracted employees: sending them phishing emails in hopes of gaining access to the
organization’s network, or stealing credentials which they sell to criminals who may then launch cyberattacks.

Use these technical tips for a more secure network
Here are few technical steps you can use as a good starting point.

1. Multi-factor authentication (MFA)
Having a strong password is no longer sufficient. Organizations that allow employees to access their work accounts with
a simple username and password often fall prey to hackers. If a user’s credentials are stolen by hackers, MFA will offer an
extra layer of protection since the hacker will not be able to access the additional unique, randomly-generated code. The
extra step in the MFA process could be an email or text message confirmation, a biometric method, such as facial
recognition or a fingerprint scan, or something physical like a USB fob.

4. Beware of remote desktop tools
Many employers allow staff to access their work
networks via remote desktop protocols (“RDPs”). While
this access method can be secure, several studies have
found security problems with some of the most popular
RDP tools for Linux and Windows. Ensuring that these
tools are properly configured and tested for security is a
critical step to take.

3. Securing home routers

2. Updates and patches
During the pandemic, most IT departments were focused on moving a
large portion of the organization’s workforce to remote work. This

Employees working from home are relying on the

may have put other IT tasks on hold, such as patching and

Internet and Wi-Fi access at their residence. Did they

implementing non-critical updates. Hackers will take advantage of

change their router password after it was first

this delay to access networks and potentially steal data. Thus,

installed? If not, their home network may be

implementing any updates and patches as quickly as possible should

vulnerable.

be a priority.

It is important to take simple steps to protect home
networks and prevent hackers from having access to

5. Strong password protocols

connected devices. While changing a router

Everyone knows the importance of having strong passwords.

password is a good first step, your employees should

Unfortunately, many still use the same password across multiple

take additional measures. For example:

accounts. This means that all it takes is one compromised password

• Ensure that firmware updates are installed, so that

for a criminal to take over all accounts associated with that user.

security vulnerabilities can be patched.

They take leaked usernames and passwords and attempt to log into

• Make sure the encryption is set to WPA2 or WPA3.

other online accounts, a tactic commonly known as “credential

• Restrict inbound and outbound traffic.

stuffing.” Passwords should be unique for every account and should

• Use the highest level of encryption available.

comprise a long string of upper- and lower-case letters, numbers and

• Switch off WPS.

special characters. Additionally, organizations should consider

Employees needing help with these measures should

implementing shorter periods for password resets, for example, going

connect with your IT department.

from a 90-day to a 30-day reset cycle.
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Help your employees stay “cyber-vigilant”
While implementing strong technical safeguards is essential to
having a strong cybersecurity posture, the most important risk to
organizations remains its people, when they fall victim to phishing
campaigns. Phishing emails are sent by hackers to steal information
that can be used in further targeted phishing attacks, credit card
and wire fraud, and in installing malicious software on the victim’s
device or on the networks they access. During this pandemic, there
has been a marked increase in the number of phishing campaigns
that target remote workers in a bid to steal their personal
information or gain access to company accounts.
The key to avoiding this vulnerability lies in employee training and
reminders to constantly be vigilant. For example:

• If an email appears unusual or requests immediate action (even
when it comes from a “known” source), your employees should
have the reflex to pause and proceed carefully.
• If the email contains a URL, they should know to hover their
cursor over the link to validate the source, and to not open any
unexpected attachments.
• If they suspect that they may have inadvertently fallen for a
hacker’s ruse, their reflex should be to immediately report the
incident to IT, rather than trying to resolve the issue themselves or
ignoring it.

The pandemic has shown that remote work is an effective way for organizations to continue operating, so it is likely that some
form of remote work will be part of how organizations operate in the future. That said, being aware of the risks and taking some
basic steps can significantly reduce your chances of becoming victim of a cyberattack while working remotely.

UNDERSTANDING DIGITAL AND ELECTRONIC SIGNATURES
The use of electronic signatures has skyrocketed in the last few years. It is now commonplace in many banking, real
estate and legal transactions. As the software has evolved, it has also become much more accessible. Many small
organizations can now easily implement and use this secure and efficient function.
What is the difference between digital and electronic signatures?
As the digitization of documents, processes and messaging continues, just like someone physically signing a contract, a trustworthy
mechanism to determine and capture the signer’s intent is required. The terms “electronic signature” and “digital signature” are
often used interchangeably to describe this intent. However, there are important differences.

• The term “electronic signature” or “e-signature” represents the broader concept, as it simply refers to the signature data
being in electronic form.
• By contrast, a digital signature ensures the validity of digital messages and documents. Key to this validation is ensuring
sender authentication (the sender is known) as well as the providing a level of assurance that the document’s integrity has not
been altered while in transit. A mathematical schema is used (think of this as encryption), with a set of accepted standards to
provide a high level of security and trust. In short: A digital signature can be an electronic signature, but the reverse is not
always true.
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There are some important aspects of electronic signatures that can limit how you
use this functionality. As stated above, digital signatures add a high degree of
security. However, not all security is created equal. Be sure to research the
security aspects of the electronic signature software you are evaluating or using.
Also be sure to investigate how your documents are stored by the software, and
whether you can still access them if you stop paying for (or licensing) the
software. Some providers use proprietary applications where, without an active
account with them, you may lose access to your own material.

Why would you want to use a digital signature?
Electronic signatures provide several important advantages:

1. Lower cost
Businesses save on the cost of paper, postage and – most importantly – time. These enhancements are also much more
environmentally friendly.

2. Simple and convenient to use
With most electronic signature software, you simply assign your designated signatories and their email address. The documents
are distributed electronically, so your signatories can be spread out around the world and receive your document immediately.

3. Fast turnaround
Without having to wait for regular delivery, or to arrange an in-person meeting, you can have your documents distributed, signed
and returned in a fraction of the time required by the traditional method. Such a process can also be fit into a corporate
workflow to further speed up the process.

4. Highly secure
Given all the protocols in place with digital signatures, they are actually more secure than a traditional physical signature. The
digital signature contains an electronic history of who signed the document, where they were and when the signature was
executed.

How does a digital signature work?
As mentioned earlier, digital signatures utilize specific
protocols that are assigned to each individual involved. This
protocol is called the public key infrastructure (PKI). When a
signature is created, two keys are generated: one kept
private by the initiator and one that is public. The
mathematical mechanism of the software translates these
keys as needed, encrypts them and associates the public
key with the document to be signed. The resulting
encrypted data is what is referred to as the “digital
signature.” It contains the encrypted details of who signed
the document, when and where. A certificate authority
(CA) is an entity that certifies the ownership of public keys,
providing assurance of the integrity of the digital signature
and ensuring that the digital signatures are reliably created
and saved. This encryption, integrity and reliability are the
key services of the software provider you are paying for.
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What should you look for in an electronic signature tool?
When selecting an electronic signature platform, there are some key aspects to investigate. These items should be well
understood, as they affect how you will use the software and mitigate future issues.
• As previously mentioned, be sure to understand the security protocols that the software provides. Ensure that it comes from a
reliable and reputable provider that encrypts both the data and the traffic.
• Ensure that the signature software integrates well with the other applications that you currently use. The software should work
with applications like your Adobe Acrobat, Microsoft Word, Google Docs or other applications that you will be using to generate
your documents.
• Document storage solutions should be robust and offer flexibility. Ensure that you can access your documents even after you
stop using that specific signature software.
• Assess whether you require other functions like status tracking, alert definitions and role management (signers, read-only, etc.),
and whether multiple users need to access the same document at the same time or on various devices.

Whether your need is to improve efficiency in getting documents signed or to improve document traceability, or you simply want to
be more environmentally friendly, electronic signatures offer a great option. Just do a little homework on what provider best fits
your needs, and rest assured that electronic signatures offer a secure and recognized alternative to your John Hancock.

Have a Happy Holiday!
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